VANDERBILT HEALTH

Vanderbilt Online Community Privacy Policy and
Web Terms

This Online Patient Privacy Policy is intended to help you understand how Vanderbilt University Medical
Center (“VUMC,” “we” or “our”) collects, uses and safeguards information collected on its website,
AdviseVanderbilt.com. By using this website, you agree to this Privacy Policy. If you do not agree to all of
these terms, please do not use this website. VUMC reserves the right to change, modify, add, or delete
portions of this Privacy Policy at any time. Your continued use of this website following any changes to the
Privacy Policy will mean that you accept those changes. This Privacy Policy does not apply to the use or
disclosure of information that is collected or obtained through means other than AdviseVanderbilt.com.

The information collected on AdviseVanderbilt.com is limited to the information that is provided by you and
described below. The feedback and information that you provide concerning your past experiences at VUMC
clinics and/or hospitals are used to help improve our services and communications to our patients and families.
Participation is completely voluntary and you can opt out of the program at any time. Feedback collected
through AdviseVanderbilt.com is presented to VUMC employees only and will never be presented with your
name attached. The information given to VUMC will never be sold.

Other than when required by law through applicable regulation, court orders or subpoenas, VUMC never
shares, trades, sells, or otherwise discloses personal information collected on AdviseVanderbilt.com to third
parties.

The server, survey engine and website for AdviseVanderbilt.com are hosted by Vision Critical
Communications (US) Inc. (“Vision Critical”), with offices located in Canada and the US. VUMC and Vision
Critical have signed a master services agreement which allows Vision Critical to host the website and the
information collected from you via the website and allows them to process your personal information as
directed by VUMC.

When users visit AdviseVanderbilt.com, the information we collect includes the domain name from which you
access the Internet, the IP address of your computer, the date and time you access our site, and the Internet
address of the web site from which you linked to our site (see About Cookies below). We use this information
to determine traffic to the various sections of our site and to help us make the site more useful. On some
pages, we may collect non-personally identifiable information through a special tracking code that tells us how
visitors may be finding our web pages, usually through clickable ads on other sites. We use the information to
determine which messages are most meaningful for visitors. Sometimes third-party service providers help us
collect and analyze the data. Unless specifically stated or requested, no additional information will be collected
about you. The information that you provide on AdviseVanderbilt.com will never be tied to your medical record.
When survey results are analyzed, responses are de-identified and presented in aggregate. Inquiries that are



e-mailed to us are stored, including the question and the e-mail address information so that we can respond.
The email function on AdviseVanderbilt.com is not a secure communication link. Your email may be seen by
other Internet users while in transit to us, so do not email us if you wish to keep your message confidential.

About Cookies

Cookies are small text files placed by a website onto a visitor's web browser or mobile device. When a website
page is accessed, a cookie will send information back to the party who placed the cookie such as the last
page you visited. Cookies can store information such as unique identifiers, preferences, time and date
information, and can also be used to track the pages you visit. Cookies cannot access, read or modify any
other data on a computer or mobile device.

Cookies can be session based, which means that they expire automatically when you close your browser, or
they can be persistent. Persistent cookies remain even after you close your browser session, but will include
an expiry date, after which they are no longer useable.

Cookies can also be set by more than one party. Cookies that are set and controlled directly by the website
you are visiting are called ‘first party cookies’, and these cookies will display the domain of the website that
you are visiting. Cookies that are set by third parties are known as ‘third party cookies’ and are typically not
set or controlled by the website you are visiting, even though they are placed on your device during a visit to
that website. These third party cookies will display the domain of the third party’s website, and the data they
collect is sent back to the third party’s servers. This website sets both first and third party cookies, which can
be session based or persistent depending on their use. Most of these cookies are set using our service

provider’s survey and community platform.

This website uses cookies for a number of useful purposes such as facilitating authentication, remembering
your preferences, and maintaining sessions. Cookies also enable us and our service providers to analyze

website usage such as pages you've visited in order to improve the functionality of the website.

This website uses Google Analytics, a popular website analytics service provided by Google Inc. to measure
how you interact with content and to keep track of the pages you have viewed. The cookie set by Google
Analytics uses an anonymous identifier to recognize your visit and does not collect any of your personal

information.

Every major web browser provides the option to refuse any cookie and you may also delete a cookie manually

from your device. To block tracking by the Google Analytics cookie, please visit

https://tools.google.com/dipage/gaoptout. Note that refusal or deletion of cookies may cause some site
features to not function correctly or at all. More information about your choices regarding cookies can be found

at http://www.allaboutcookies.org.

Do Not Track Signal

Some browsers allow you to send a ‘Do Not Track’ request when you visit a website. Aside from the cookie
related settings listed above, this website does not process Do Not Track signals sent by your browser.

If you would like more information about the use of cookies on this website, please contact us via email at
AdviseVanderbilt@Vanderbilt.com.


https://tools.google.com/dlpage/gaoptout
http://www.allaboutcookies.org/

Links to Third-party Websites

AdviseVanderbilt.com contains links to websites operated by third parties. VUMC makes no warranty of any
kind as to the accuracy, completeness or appropriateness of any third-party website. VUMC has no control
over the policies of third party sites and is not responsible for the privacy practices of any linked site. Users
should review the terms of those sites for information about their individual practices.

Nature of this Website

Your use of AdviseVanderbilt.com does not establish a physician-patient relationship between you and VUMC,
or between you and any health care professional employed by or associated with VUMC. VUMC will not
diagnose or treat any medical conditions or prescribe medication or treatments for anyone through

AdviseVanderbilt.com.

This Privacy Policy is effective as of August 1, 2015. Questions about this privacy policy or requests
concerning VUMC'’s privacy practices should be directed to AdviseVanderbilt@Vanderbilt.edu.



